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This lively and fast paced presentation will examine the most recent developments in hacker 
tools, exploits, trends, legislation, and cyber-crime news. Live demos for some of the newest 
tools will be given. The session aims to educate the participates with knowledge about the 
current state-of-the-art in IT security, to better equip the participant to defend against newer 
threats, identify new resources for auditing IT systems, and plan for coming trends and 
legislation. 
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About the presenter:

David Rhoades
Â Bachelor of Science degree 

in Computer Engineering 
from the Pennsylvania State 
University (psu.edu).

Â Network, telecom, and web 
security assessments since 
1996.

Â My email 

Â Maven Security Consulting, 
Inc.
Ã Web & mobile app security 

testing, training, etc

2

 

 

About the Author ï Worldôs #2 Hacker! If you donôt 

believe me then look it up on Googles ;)  
 
<PROPAGANDA> 
David Rhoades is a senior consultant with Maven Security Consulting Inc. 
(www.mavensecurity.com).  Maven Security Consulting Inc. provides information security 
assessments and training, and is headquartered in Delaware (USA). 
 
5ŀǾƛŘΩǎ ŜȄǇŜǊǘƛǎŜ ƛƴŎƭǳŘŜǎ ǿŜō ŀǇǇƭƛŎŀǘƛƻƴ ǎŜŎǳǊƛǘȅΣ ƴŜǘǿƻǊƪ ǎŜŎǳǊƛǘȅ ŀǊŎƘƛǘŜŎǘǳǊŜǎΣ ŀƴŘ 
vulnerability assessments.  Past customers have included domestic and international companies 
in various industries, as well as various US government agencies.  David has been active in 
information security consulting since 1996, when he began his career with the computer 
security and telephony fraud group at Bell Communications Research (Bellcore). 
David teaches domestically and internationally at various security conferences, including 
USENIX (www.usenix.org), ISACA (www.isaca.org), and others. 
 
David has a Bachelor of Science degree in Computer Engineering from the Pennsylvania State 
University (psu.edu). 
 
www.MavenSecurity.com 
</PROPAGANDA> 
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Warning ïHazards to your 

Freedom
Â "I slept in my clothes, because the last time they [police] came, I was in my 

underwear with my d#ng hanging out and sh*t," Defiant said of a past raid.
Ã ñTeens await arrest after Comcast attackò 

http://tinyurl.com/3jb52s

Â Unauthorized access to systems & data is illegal 
in most places.
Ã Get permission in writing before performing scans, audits, 

assessments, etc!

Â Remember: Sidewalk Sushi
Ã This presentation references publicly available software - download and use at your 

own risk!

Ã Check with http://virustotal.com before using new stuff.

Ã Check signature and hashes when available

3

 

 

Disclaimer: 

Obey your Admin

Â Recommendations in 

this presentation may 

only apply to you 

personally, and may not 

apply to your corporate 

systems.

Â Consult your 

companyôs IT 

department before you 

change your systems.
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Agenda

Â CA hacks
ÃHacked out of business

Â Tools
ÃArmitage

ÃExploit Pack

ÃWeb Security Dojo

Â Hacked by neighbor

Â Trend - ID theft of kids

Â Thoughts on Android

Â Physical Trojans

Â Dark Clouds

Â Q&A

Â Closing Thoughts 
(computer security in 
one word)

Â Some slides are for 
reference ïso we will 
move past them quickly.
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Fake 

Certificates

ñYou wonôt know who 

to trustò
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Comodo

Â 2nd largest CA (http://tinyurl.com/42toxgc) 

Â March 2011 ïincident ïfake certs for:
Ã mail.google.com, www.google.com, login.yahoo.com, login.skype.com, 

login.live.com, addons.mozilla.org

Â Comodo said it was sophisticated state sponsor

Â Comodo released the source IP of the attacker

Â * sslsniff author saw that same source IP download sslsniff the day 
after the Comodo attack
Ã Web logs show the attacker found sslsniff link at Hak5 video (Episode 

610 ïMan in the Middle fun with SSL Strip)

Ã * [source: http://www.youtube.com/watch?v=Z7Wl2FW2TcA]

Â Got hacked twice more in March, then again in May (4thtimeôs the 
charm)

 

Hak5 ς Technolust since 2005 Hak5 - Episode 610 - Man in the Middle fun with SSL Strip : 
http://hak5.org/episodes/episode-610  
 
 

Episode 610 - Man in the 

Middle fun with SSL Strip 

Â Is this required 

viewing for state 

sponsored hackers?
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Certificate Authority Hacked 

into Bankruptcy ïDigiNotar

Broke
Â (previously) one of 

four Certificate 

Service Providers for 

the Netherlands

ÂThe ñcomodohackerò 

strikes again

 

 

DigiNotar Timeline

Â July 11, 2011 
Ã attacker claims/implies (http://goo.gl/gi950) he 

attacked on 16th anniversary of genocide 
(http://goo.gl/ivNDW) 

Â July 19, 2011 
Ã Attack allegedly detected by DigiNotar (see press 

release on Aug 30)

Â ~ late July, 2011
Ã DigiNotar revokes some of the fraudulent certificates, 

but does not notify others (like Mozilla)

Â July 28, 2011 
Ã Google cert errors; other public signs of trouble

Â Aug 29, 2011
Ã Firefox announces issue, provides manual steps 

users can take to revoke trust of DigiNotar; Firefox 
updates released the next day

Â Aug 29, 2011
Ã Microsoft releases advisory

Â Aug 30, 2011
Ã DigiNotar publicly admits security incident: 

http://goo.gl/FUIk9

Â Sept 3, 2011
Ã Dutch government revokes certificate from DigiNotar 

http://goo.gl/EvdSi

Ã Article in Dutch - translate via Chrome

Â Sept 5, 2011 
Ã Attacker publishes details publicly 

(http://pastebin.com/1AxH30em)

Â Sept 6, 2011
Ã Microsoft releases patch to block DigiNotar

certificates on Windows systems (manually applied); 
Netherlands allowed 1 week (Sept 13) before patch 
is automatically applied

Â Sept 13, 2011
Ã DigiNotar removed from the Adobe Approved Trust 

List (AATL).  Signed PDFs will now give an error: 
http://goo.gl/2ZtGH
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VDSI (owner of DigiNotar)

Â Quote from press release on Aug 30, 2011: DigiNotar reports 
security incident : http://goo.gl/FUIk9

Â ñThe company expects to have a solution for its entire 
customer base before the end of this business week. 
DigiNotar expects that the cost of this action will be 
minimal..éVASCO does not expect that the DigiNotar
security incident will have a significant impact on the 
companyôs future revenue or business plans.ò

Â Sept 19, 2011 
Ã DigiNotar files voluntary bankruptcy in the Netherlands 

http://goo.gl/CaA58; declared to be bankrupt the next

 

 

VDSI Stock 

(owner of DigiNotar)
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VSDI Stock on Google fiance - http://tinyurl.com/5womgd7 
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DigiNotar ïLessons 

Learned
trust business

_ trust

-------------------

no business

If youôre a Johnny one-
note, then itôs 
important to get that 
one note correct!

ÂComodo vs. DigiNotar
ÃComodo survived & 

DigiNotar died: Failure 
to work with others 
quickly: 
http://goo.gl/U6UKh

 

Quote from http://goo.gl/U6UKh  
άaƻȊƛƭƭŀ Ƙas a strong history of working with CAs to address shared technical challenges, as well 
as responding to and containing breaches when they do arise. In an incident earlier this year we 
worked with Comodo to block a set of mis-issued certificates that were detected, contained, 
ŀƴŘ ǊŜǇƻǊǘŜŘ ǘƻ ǳǎ ƛƳƳŜŘƛŀǘŜƭȅΦ Lƴ 5ƛƎƛbƻǘŀǊΩǎ ŎŀǎŜΣ ōȅ ŎƻƴǘǊŀǎǘΣ ǿŜ ƘŀǾŜ ƴƻ ŎƻƴŦƛŘŜƴŎŜ ǘƘŀǘ 
the problem had been contained. Furthermore, their failure to notify leaves us deeply 
concerned about our ability to protect our users from fuǘǳǊŜ ōǊŜŀŎƘŜǎΦέ 
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Whoôs Next?

ÂHacker said (http://goo.gl/gi950) he 

hacked 4 other CAs, and named 

GlobalSign

ÂSept 6, 2011 GlobalSign temporarily 

halted issuing certs while investiagting

ÃGlobalSignôsSecurity Response : 

http://goo.gl/ueuRf
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Action Items

Â For your company ïhave a plan in place to get new certs in the event your 
current provider gets hacked & untrusted by the world.

Â For you personally
Ã Browser plugins to manage CAs ïDo you really need to trust all those CAs?

Â Certificate Patrol http://patrol.psyced.org/
Ã Pins CA to domain and alerts on change

Â Conspiracy http://goo.gl/JnUVe
Ã Displays country flag for CA used

Â Perspectives http://perspectives-project.org/
Ã Network notary ïdo you see what they see for siteôs CA?

Â Convergence http://convergence.io/
Ã Extension of Perspectives ïdynamic trust (trust agility)

Ã Or just remove ones you donôt want to trust

Â Long term solution is DNSSEC and HSTS w/ cert pinning. http://goo.gl/lrrrt
Ã Coming to a browser near youésomeday.
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HTTP Strict Transport Security 
HSTS allows a site to request that it always be contacted over HTTPS. HSTS is supported in 
Google Chrome, Firefox 4, and the popular NoScript Firefox extension. 
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Hacked out of Business
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Hacked out of business

Â Feb 2011 ïHBGary Federal - Reputation 
gone? http://goo.gl/pCi3y

Â June 2011 ïDistribute.IT: Melbourne-
based hosting company and ICANN-
accredited domain name registrar 
(http://risky.biz/distributeit) 
Ã Attackers deleted production data, backups, 

snapshots, etc.

Ã Company could not recover ïwent out of 
business

Ã FYI distributeit.com.au domain is for sale

Â May 2006 ïBlue Security 
(http://goo.gl/MWVi1) 
Ã Victim of DDoS from angry spammers

Â June 2005 ïCardSystems Solutions 
(http://goo.gl/nx1UH) 
Ã Hack revealed they violated policies

(storing cleartext); acquired in Dec 2005 
then that company died March 2008.

Â January 2002 ïCloud Nine: UK ISP 
(http://tinyurl.com/42ozvnh) 
Ã DoS attack; sold out to competitor 

http://tinyurl.com/3sjgpws

Â June 2009 ïLxLabs
Ã Founder hanged himself after a loss bid & 

hacks damaged his business. 
http://goo.gl/74Gx2 and http://goo.gl/P3xUs
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Primary source: Getting Hacked Out of Business - F-Secure Weblog : News from the Lab : 
http://goo.gl/BMgrv  
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Weôre not dead yet.  

We feel fine.

ÂSony's PlayStation Network 
Ã58 class-action law suits; Sonyôs insurance 

company sues http://goo.gl/o6ROQ

ÂRSA canôt be happy about their situation
Ãhttp://goo.gl/dWJOP Thatôs APT?

ÃWhat is downstream liability for customers who 
got hacked? http://goo.gl/1dNB9

ÃDid initial lack of details increase the risk?
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Tools, tools, tools
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